Healthcare In Crisis:
How to Take Your HIPAA Security to the Next Level
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ABOUT BILL WALTER

Bill Walter is a partner in Gross Mendelsohn's
Technology Solutions Group. He helps businesses of all
types and sizes document and remediate security
systems. With 23 years of experience, Bill's passion is

helping organizations better use technology to operate

more efficiently.
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ABOUT STEVE RUTKOVITZ

For over 20 years, Steve owned and operated a very
successful MSP business. With a clear understanding of
the market's needs, he developed an innovative security
and compliance business process to meet HIPAA, NIST

and CRISP compliance.

Security and Compliance

Risk Assessments

PRESIDENT & CEO
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Security & Complian

L

¥
R

Security
» The state of being free fro

danger or threat
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Industry Changes
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The New Normal

Anywhere,
Anytime
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SECURITY

- Unigue Total Risk
- Reactive to Proactive
* The Right Layers of Defe
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Cyber Threats

" TOP CYBER
- THREATS
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Ransomware

Malware
Phishing Attacks

Brute Force Attacks

Insider Threats

SSSSSSSSSSSSSSSSSSSSS

8



Compliance &

State PIl & Federal
Best Practices Laws Compliance
e HIPAA
e NIST

Privacy Supply
o PCI Laws Chain




Healthcare

» Healthcare accounts for [EA57 of Medicals
gross domestic product

o Americans spend about

on healthcare per

year
o Total healthcare employment in

zlosS3 2.4 million workers

Retirement
Communities

Nursing Medical
Homes Billing

Ambulatory Home Medical Medical
Care Healthcare Equipment Labs
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Healthcare Industry

Covered Entity (CE) n Electronic Protected Health Info (ePHI)
e Health plans, healthcare clearinghouses e Protected health information stored
and healthcare providers electronically
28 Business Associate (BA) 3 Electronic Medical Records (EMR)
e Person or entity that works with PHI on e Digital version of a patients medical records

behalf of a CE (medical billing)

Electronic Health Record (EHR)
Personally Identifiable Information (PIl) e Digital version of a patient's overall health
e Data to identify a specific person
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Personal Health Information

‘I' Social Security Numbers
cg Medical Health Records
X Dates of Birth

Patient Information

]
1
3

Medical Insurance Information

i
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Penalties

$50,000 per violation

* 1,000 records - » By patient record
+ Capped at SRSV for  Safe harbor rules

identical violations during
a calendar year
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Penalties
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Breach Report Results
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Drivers

Eeaningful Use

MIPS: 25% Risk Assessment - HIPAA

$30,000 per year in Medicare and/or 100 Medicare patients per year

OCR/HHS

Risk Assessment form needs to be turned in annually

@) CHOICE CYBERSECURITY B @ GROSSMENDELSOHN 45

CCCCCCCCCCCCCCCCCCC | WEALTH ADVISORY



HIPAA Components

Three Components

X[ 7 ©® 7 %

Administrative Technical Physical
Safeguards Safeguards Safeguards
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Annual Risk
Assessment

Technical
Safegaurds

Policies &
Procedures

Security
Layers
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RISK ASSESSMENTS

» Bulld a Baseline

- Uncover Gaps and RISKkS
+ EXpose Vulnerabilities

- Analyze Layers of Defense ASSESS
- |dentity Sensitive Data

- Missing Controls and Policies
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Risk Assessment Components

NETWORK o o COMPLIANCE
DISCOVERY FRAMEWORK(S)
VULNERABILITY POLICY GAP
SCANS ANALYSIS
APPLICATIONS 4 o DATAFLOW
DISCOVERY ANALYSIS
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Pll Scan Results and Data Auditing

TOTAL LIABILITY: $10,043,391

35,000 9,936 14,451 2,746

Social Security

Numbers Dates of Birth

Medical Records Credit Cards
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HIPAA Policies & Procedures

Personally
Sensitive Data
Definition

IT Asset
Physical Security

Disclosure
Authorization

Monitoring &
Logging Operations

Transmission
Security

Physical &
Environmental
Security

Access Controls &
Logging

Uses & Disclosure
of PHI with a Valid
Authorization

Minimum
Necessary
& Limited Data Set
of PHI

Organizational
Policy & Process
Documentation

Notice of Privacy
Practices

Amendment
of PHI

Facility
Management

Individual Rights to
Uses & Disclosure
of PII

Uses & Disclosure
of ePHI General
Rules

HIPAA Privacy &
Security Awareness
Training

Complaints and
Prevention of
Retaliatory Acts

Contingency Plan

Sanctions
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Business Associate
Agreements

Risk Analysis &
Management

Individual Rights
to PHI

HIPAA Terms &
Definitions

Designating a
HIPAA Privacy &
Security Official

Password
Management

Protection from
Malicious Code

Encryption &
Decryption

Incident Response
& Disaster
Recovery

Social Media Policy

Mobile Device &
Teleworking
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The Stack of Security Layers
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Advanced

Next Generation Endpoint
Firewall Protection

Endpoint Intrusion
Detection & Prevention &

Response Detection
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AT
User

Awareness Security Incident &
Training Event Monitoring

COMPLIANCE
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Protective
Filtering

Change
Management

Centralized
Management

Two Factor
Authentication

Data Leak
Prevention

E@E

Patch Approval Secure Backups Password Policy
& Management & Recovery & Management

@ | ©

Email & Drive Continuous Cloud Access
Encryption Vulnerability Security

&

File & Data Mobile Device Policies &
Encryption Management Procedures
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TOTAL RISK
ALIGNMENT

TECHNOLOGY
T Capabilities




Choice Compliance Journey

Risk
Assessment

Remediation
Plan

—

» |dentify Risk
* Analyze Risk

 Fvaluate Risk

Plan
Execution

.

» Develop POAM

(Plan of Action &
Milestones)

Prepare SSP

(System Security
Plan)

Gap Resources
Selection
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Organize

& Document

N

Execute
POAM & SSP

Develop
Policies &
Procedures

Implement
Gap
Resources

5 On-going
Maintenance

.

e \Vendor

Management

Policy
Distribution

D _

Audit Reaay

Compliance
Management

Maintenance

EstabUsh SOPs Annual Risk

HM Hld

/L\‘““,' sments

DO OO
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s CHOIC

Independent risk assessment

Works with your existing
Managed Services Provider (MSP) or IT staff

HIPAA experience with numerous medical specialties

Complete audit readiness solutions to meet and maintain
HIPAA compliance

Approved vendor for the Maryland Cybersecurity 50% Tax Credit
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Team of Experts

PASS [HE BATON TO US

B

Subject Matter Project Compliance Paralegals Security
Experts Manager Officer Analysts

*
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Audit &

HIT THE Support

Annual Risk Awareness

GROUND | Assessments Training
RUNNING ).

Services

wWe help you MEET ana
MAINTAIN compliance
through our all-iIn-one
Continuous Compliance
Services.

Compliance

Document
Maintenance

Development

Project
Management
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